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Find the flag on the site http://193.225.218.118/WH05/flag1

The flag is UiO-CTF{1s that m0re interesting then my private ph0t0s???}. This flag was found by using dirb and
the common.txt file from Kali. Which lead me to the sub-dir ”robots”, here I found sub-dirs which I just tried and
found the flag in the ”nothinguseful” directory.
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Find the flag on the site http://193.225.218.118/WH05/flag2

The flag from this site was: ”UiO-CTF{M0nst4r M0nst4r h4r4 f0r y0u}”. This flag was found by manipulating the
value in the source code. I changed it to the word ”flag” and then submitted it. Then it redirects to the index.php
file and the flag gets displayed. You can also use a tool like postman or data tamper to manipulate the post input.
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Find the flag on the site http://193.225.218.118/WH05/flag3 Use the 100 Most Popular
Female Names in Norway!

The flag from this site was: ”UiO-CTF{D1amonds ar4 f0rever}”. This flag was found by finding the 100 most common
female names in Norway. Use this information to brute force the password with the username ”admin”. This gave me
the password ”Camilla” which gave me the flag after sending it through the page.

command used:
hydra -l admin -P fem name.txt 193.225.218.118 http-post-form ”/WH05/flag3/index.php:
name=ˆUSERˆ&pwd=ˆPASSˆ:incorrect”

Find the flag on the site http://193.225.218.118/WH05/flag4 Use directory brute-
forcing!

The flag is: UiO-CTF{Scud4ria F4rrar1 Maran4llo}. This was found by firstly using ”cewl” to make a dictionary of the
webpage and saving the words to a globus.txt file. Then using dirb with the html (http://193.225.218.118/WH05/flag4/)
and the globus.txt file. Which gave no matches, then I tried the 1000 most common passwords and it gave me the
directory with subfolder ”ferrari” which had another subfolder named ”leadership”. Within the last folder the flag
was. So the page dictionary put me on a wild goose chase, but I found the flag at last.
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