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There’s a printer service http login page on 158.36.185.227 in the portrange of 10000-
19999. Log in and obtain the flag!

The flag is: UiO-CTF{Def4ult credent14l 1s 4 b1g 155ue} which was found by using nmap to find the http login port.
Then using this port when typing the address in the web browser. Then I googled the most common passwords for
Xerox which was username: admin and password: 22222.

Find the ftp service on 158.36.185.227 in the portrange of 10000-19999, There’s a user
BeatlesFan, find his password (title of a Beatles song) and get the flag!

The password is ”Help!”, which was found by first making a file with all the Beatles songs. Then I used this file to
brute force the passwords with ”hydra”. When the password was found, I logged into the server with ”BeatlesFan”
as username and password ”Help!”. Then found the flag and sent it to my own machine and displayed the flag, which
was: UiO-CTF{Str4wberry Fl4gs F0rever}
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Find the ssh service on 158.36.185.227 in the portrange of 10000-19999, we have a user
LazyJhonny. He’s using a popular password! Obtain the flag!

This task was done by firstly making a file with most popular passwords. Then using this file to brute force with hydra.
This revealed that the password for LazyJhonny was ”superman”. The flag is: UiO-CTF{Well better then 123456}.
This was found by first using hydra with the common password file with the portnumber. Then I use ssh with the
username and the port number with the password ”superman”. Then I found the file and displayed the info in the
file which is the flag.
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Find all the domains with reverse DNS lookup that are associated with the 129.241.160.0/24
network range!

There are 227 domains associated with the 129.241.160.0/24 network range. See pictures below for specific information
about the domains.
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